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About

The projectisc& dzy RSR 6@ GKS 9dzNRPLISIHY [/ 2YYAdarzyQa | 2
framework programme. Spanning through three years, ACROSS consists of a consortium of 10
partners from 7 countries: Athens Technology Center (coordinator), Tecriadéitgport,
Engineering, Fraunhofer, GRNET, TimeLex, The Lisbon Council, Waag and VARAM. The project
kicked off its activities in February 2021, with an energising online meeting, where all partners

took the floor to present their plans to make the projecgreat success.

DISCLAIMER

The information and views set out in this publication are those of the author(s) and do not
necessarily reflect the official opinion of the European Commission. The Commission does not
guarantee the accuracy of tlata included in this study. Neither the Commission nor any person
FOGAY3a 2y GKS [/ 2YYA&aaAirzyQa oSKIEF YlI& 0SS KSR
the information contained therein.

6 H JtEWopean Union. All rights reserved. Certain pate licensed under conditions to the
EU.
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Executive Summary

The main objective of the ACROSS project is to provide the means (tools, methods and
techniques) to enable usarentric design and implementation of interoperable créssder
(digital) publicservices compliant with the current European regulations (e.g. the Single Digital
Gateway (SDG) and Onr@mly principle (OOP), European Interoperability Framework (EIF))
where the private sector can also interconnect their servigke ensuring the datasovereignty

of the citizens,who can set the privacy level that will allow the public and private sector to
access to their data based on their requirements

This report documents the result of activities perfachin Task 4:2Public & Private sector
offerings managemeribol" describing the initial release of Service Catalogomponentsand
related serviceproxy adapters
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1 Introduction

1.1 Purpose and Scope

The nain goal of ACROSS is provithelstic solution that allows public administrations to deliver

a usercentric interoperable crosborder mobility service compliant with the current European
regulations where the private sector can also interconnect their services while ensuring the dat
sovereignty of the citizens. To this emahe of the ACROSS objectives is to proddet of
connectors and data harmonization toofthat will facilitate the actual interoperability of the
crossborder mobility services through the connection of publerngces so that they can
interoperate with services from other countries as well as with those of the private sector also to

include their services and offerings.
Co-creation DsSG Current User
2 EBEsEE3

Gap analysis of the
service delivery

The ACROSS solution aims to provide a comn

semantic and functionadtratum enabling cross - il
border access to data and processes backed
by functionalities and capabilities for dat:
collection and harmonisation according to a st
of common and shared data models based ¢

European standards such as Core Public Sen Spmnts | N Vit [
Vocabulary, Core Person Vobalary’ and DCAT s s
for metadat&. impsctansivis N\ mobite | Dsts governance

= leszons
Y Applications and sovereignty

Connectors to

learned

The adoption of customizable connectors w...
provide proxy functionalities to connect an@  Fl9urel-ACROSS Conceptual approach and mair

] ] ] components supporting user centric crofmrder
access public/private services offered by bo mobility service delivery.
the Public Administration and third parties anu
to get data from heterogeneous sourcesach as repositories, existing systems (e.g. owned by
PA), etc. that cdd expose different interfaces.

To this aim, thee customizable adapters will offer a set of software components ready to be
used or tailored according to specific needs and requiretsém allow the connection of data

Ihttps://joinup.ec.europa.eu/collection/semantinteroperabilitcommunity-semic/solution/corepublicservice
vocabulary

2https://joinup.ec.europa.eu/collection/semantimteroperabilitycommunity-semic/solution/coreperson
vocabularyrelease/100

3 https://www.w3.0rg/TR/vocabdcat-2/
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sources and public/thirgbarty private services to ACROSS Platform for the provisiontrgsd
border mobility service deliveryr(gurel).

1.2 Approach for Work Package and Relation to other Work Packages and Deliverables

WP4 aims to provide a set of tools and technological solutions that implements the borders of
ACROSS Platform; in details, these tools and solutionsavitern: authentication aspects
compliant with eIDAS, user support tools to facilitate both the interaction of the citizens with
User Journey Services and connection to public and private sector services.

The services and tools developed in this WP ilinttegrated into the platform created in WP5
and will demonstrate the functionality of the use cases in WP6. Toethis the approach
followed by this WP was to identify firstly the main building blocks, capabilities, interfaces and
interactions which wil satisfy the identified functional andon-functional requirements as
documented in deliverabl®5.1 System Architecture & Implementation Rjanitial. In turn, the
information documented in D5.1 is the basis for tbencrete implementation of the spdii
architectural components.

The outcomes and the implementation of components presented in this deliverable are a subject
to continuous refinements and modifications, based on the progress of all technical work
packages (WP3, WP4, WP5), as well as theéatemn and evaluation phases.

1.3 Methodology and Structure of the Deliverable

This deliverable aims to report the outcoswf the initial implementation ofdata harmonization
and connectors layer of ACROSS platfoFmthis end the deliverable hasen structured in the
following sections:

Section 2escribes the initial release of components of Data harmonization and connector layer
of ACROSS solution and its relatiwwith ACROSS architectucemponents In particular the
defined service model tsupport interoperability is described and the initial release of Service
Catalogue. Finallythe section provides the baseline technologies that the implementation of
connectos will take in to consideration.

Section 3describes the next steps accordingthe initial implementation.

Annexesprovides detailed information about the defined service model and the APIs exposed by
the Service Catalogue. Finalynnex Ill provides a mapping of covered requirements as identified
in D5.1.
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2 Data harmoniz#on andconnectors

The following sections provide the technical context and details of the design and
implementation of the main components of Data harmonization and connectors layer in line with
the ACROSS architecture as documented in D5.1.

2.1 ACROSS context andhatecture overview

The followingFigure?2 provides a conceptual view of ACROSS architecture by identifying the

related layers and actors.
e O o o o o
’ ' ' ' ' ' Citizens
Modelling

Expert Direct access and use of Chatbot aided access and use
User Journey Services of User Journey Services

2
- »lﬂ [ | |
* I User Journey E Mobile Application : ] Web Application .g Virtual
- :- ‘

Assistant

> @MlTg —_——

L

co-creation and
co-delivery sessions

1
I
Services
E .@ Co-Delivery

Security

Citizen data ownership and usage control

Stakeholders interaction for User Journey Services Co-Delivery
ACROSS Platform

u® ol

. L . . [=]=) [=]=)
Public Administration services [=f] oo
[=1=} 0 oo

[=1=} oo

Figure2 - Conceptual architecture of ACROSS

In particular theHarmonization and Connectors layepsovide the south bound connection with
external systems and services from public and private sectors to provide a uniform description
of the services and the related invocation. To this end these layers should provide for each
identified service a serwcadapter(Figure3), that is asingle instance of adaptatiorof that
service (public & private) for its use in ACROSS Platform from several poiets &drvits use in

the upper layersinformational, data governance and service invocatiolfo support that
adaptation, Harmonization and Connectors laysh®uld include aeyvice catalogue with the

aim to provides all functionality to register, modeiap and publisland managenuniform and
harmonized machineeadable description of public and private servicascording to the three
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above points of view, needed to support the uses of each service by the upper layers of ACROSS

Platform.
e & & o o o
Modelling
Expert Directaccess and use of Chatbot aided accessand use
ey User lourney Services of User Journey Services
N ! ! l
I v l T =5 Virtual
| UserlJourney & Mobile Application EE Web Application ‘m e
Services Bl = Assistant
E [ ] @ Co-Delivery
= .\“a. —— — User Journey Services Engine

StakeholdersinteractionforUserlourney ServicesCo-Delivery

]

co-creation and
co-delivery sessions

Security

Citizen data ownership and usage control

ACROSSPlatform

Administration
services

Figure3 - Service Adapters and Catalogue. For each service used by ACROSS Platform a service adapter is

defined and related information is stored in the Service Catalogue.

In the definition of ACROSS architectuFeg(re4), the upper conceptual layers have been
included in the Data Harmonization and connectors main components blocks, n&emige
adapterand Service Catalogu@igureb), to provide the following features:

T

= =4 4 A

Secure connection to internal system of the PAs and services.

Secure connection to private services to support cross border services.

Uniform API for data access.

Exposure of sulset of existing functionalities/services of PAs and private

Data access management based on authentication, authorization and privacy
management for requested information.

Semantic adaption to support interoperabyliaccording to common vocabularies
Catalogue of services instances, models and metadata registry
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Citizen Front End Security

% ' - % - % : . % Transparency

Mobile Application web Application T Virtual Assistant Dashiomed (N
Identity and Access
Management

User Journey Service
Modeling Frontend delivel

Yy
% Audit Logger
User Journey Services Engine —
User Journey ing Tool
Data Access
Control

Citizen data ownership and

usage control
% API Gateway

Citizen Data Ownership [—

Usage Control

Service
Catalogue

Service Adapler

API Adapter I Service Registry

Semantic Adapter I Metadata & Vocabulary [ >
: Catalogue
: Data Connector
' —l_ [ Data connectors
K [ Dashboard |
""""""""""""""""" - i Data harmonization

oo and Connectors

Service Provider ( Public, Private)

Figure4 - Architecture of ACROSS Platforfnom [1]

Service Adapter

API Adapter Service Cata.'ogue
Ser\nce Registry
SemanticAdapter

Data Model Service Model

Metadata & Voc Catalogue
Mapper Mapper

Data Connectors Dash board

Data Connector

Figure5 - Main components of Data harmonization and connectors. Each component is involved in the flow
according to the type of adaptation performed
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TheAPIAdaptermodule is responsible to expose a standard set of APIs for data access (by means
of data connectors) or functionalities supplied by internal or legacy systems of PAs and private
serviceproviders APl adapter is used by the API gateway to invokeeaVices included in the

User Journey Service Engine. Themantic adaptercontributes in the service adaptation,
through the Data Model Mapper, in order to supply data gathered from Data Coongcthe
expected format or, through the Service Model Mbp, to the semantic adaptation of service
descriptions according to the standard and shared model adopted by the Service Catalogue. The
Data Connectoris actually the module that performs the technical integration of
Legacy/Proprietary systems. Each imst& of service adaptation has an-adc developed data
connector accordingly to the type of integration (e.g. read from API, read csv or json file or other
files, read from SQL or NoSQL databases, etc.), covalsng all the security aspectsf
authenticdion and authorization.

The above Service adapter modules are supported by the Service Catalogue by storing all the
needed informationor produced by theservice adaptatiormodulesto be consumed by the

upper layers. The frorend and business layer ofdlService Catalogue is tiservice Registry,
responsible to provide APIs for programmatically interaction and dashboards and graphical
editors. The backend part is performed by tkietadata and Vocabulary Catalogu€inally the

Data Connector Dashboards thde provides a management cockpit of alvailable data
connectors instances.

Service registry A Metadata &
Semantic Adapter’ ocabulary catalog

User (Service Provider)

store data mapping

Ll e e ETTLTTEROPRTPETPRTEEE

Service Adapter . import service __y, |

API| Adapter Service Catalog User (Service Provider) description

—get metadata mapping—>»
Semantic Adapter

A

il

Data Connector

. :
*

User (Service Provider’ edit service

; descrition

store semantic description

e H
publish service ! '

Figure6 - Modules involved ( and related flow) in Service model adaptation
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Each component and related sub modules are invoked in relation to the d§pservice
adaptation and the interaction with the upper layers. For examphe Semantic Adapter
component can be invokea order to provide functionalities for the provisioning of a common
information model of the service registered to the platfortne CPSV, see sectich2 and?2.3)
(Figure6), or used to support the interaction of ACROSS platform with an external service by
defining a data connector and related data model adaptatieigyre?).

ACROSS Service Provisioning, Data Governance, Data Ownership ‘

Service Adapte?\_ t
A\

APl Adapter

Service Cata!og \

Service Registry

Semantic Adapter

Data Model Service Model Metadata & Voc Catalog

Mapper Mapper

Data Connectors Dashboard

\ Data Connector

Service

API Adapter Data Connector Service registry " Metadata & Data Connector
Semantic Adapter Wocabulary catalog Dashboard

|
H
[ F edit service

User (Service Provider) :|4t| [?:t?::’;p.ig
store semantic model
publish service

! activate
User (Service Provider) ml
get instance metadata

activate

service invocation@————————#

external call

get metadata mapping_‘ R
»

=

semantic adaptation _:|
log

refum |

return —

Figure7 - Modules involved ( and related flow) in Service invocation adaptation
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In generalas depicted in the followingigure8, each module interacts or it is invoked in order
to provide a specific functionality @rpiece of informationto be used also externally to ACROSS
platform, for example to export service model description in a standard format.

Uls Engine
:

Redirect to Service Landing Page
'

H UJS Modelling

'

- U
' y

' Connectors dashboard

: check status

' Service Info
'

'

( Data Governance

Web&Mobile Front End

Provide Step info

Invoke Service

V. Assistant

' External [dM proxy

Service Catalogue Usage Control

internal ldM

User Transparency

; Consent Management
Import j_ prsoecrgslgiengal:’nafﬁ Manage Consents !
Import&Adapt —_— Control Data flow :
'
'

Export

! Standard format

Other format

'
b
External Usage H
Service Modelling

H SDG search model H

i

' Standard format Service Info CPSV H
'

' L
v

Figure8 - Service Catalogue and Service Adapted modules interaction map with other modules of ACROSS
platform.

2.2 Service Model

As described in the previous section, in order to supouniform and harmonized machine
readable description of public and private services a service model has been defined to collect all
information from the three point of view (Informatnhal, Service invocation, Data
Governance&Ownership) amdanagedn the Service &alogue. The idea is to define this model

by including and extending existicggmmon models to describe each vigiigure9).

Service Catalogue Datamodel

Service Model

has info (has semwice instance “ has usage rule

1.* 1.

is personal data handling

Senice Information Service Instance sage Rule Personal Data Handling

Figure9 - Graphical representation of the Service Model main classes adopted in ACROSS
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2.2.1 Information view

This section provides all information metadata of a service.sHugon follows the CPSARP, the

Core Public Service Vocabulary Application Pr¢#ile a data model provided by the ISA2
Programme that is the regubf a joint effort from different public administrations to reduce
interoperability barriers. The CPSW provides public administrations with a common data
model for describing public services related to business and life events and to facilitate the set
up of catalogues of services oriented to businesses and citizens. With theAPR$Mblic
administrations can (i) provide information on public services in a-csetric way, grouped
logically around business or life events and other ways of classiffiipgnap different data
models to a common model requiring only one single description and (iii) federate and publish
information on Points of Single Contact and eGovernment portals in a more efficient and
interoperable way.

The definition of CPSAP model has followed the main objective to provide a lightweagid
modular standard that can be reused. The CRP$¥/specifies only 2 mandatory classes (Public
Service and Public OrganisatioRigurel0) and the data model itself is based on other standards
such as the Core Public Organisatiaghe Core Criterion And Evidet@nd the ELI Vocabul&ry

The CPSY¥P enabls the de<ription of public services and the associated life and business
events bystandardisgngthe semantics of personal milestones, including having a child, beginning
education, looking for a new job, as well as professional changes such as starting an@ireanc
company, hiring an employee. The descriptions will make data on these events structured, easier
to capture and machineeadable. Public administrations and service providers can use this to
guarantee a degree of crosfomain and crosborder interopeability between public service
catalogues. These aspects contribute to address ACROSS requirements (/3éatianSemantic

and technicalinteroB NI 0 Af AG& GAUGK { 5D 0aAiBasyfatliudveadyd ! t 3
access to information means enabling the users to easily find the information, to easily identify
which parts of the information are relevant for their particular situation emdasily understand

the relevant informatiog[4] and to address the recommendation ta..use the Core Public
Services Vocabulary (CPSV) to facilitate interoperability with national service catalogues and

4 https://joinup.ec.europa.eu/collection/semantinteroperability-communitysemic/solution/corepublic-
organisationvocabulary/about

5 https://joinup.ec.europa.eu/solution/corecriterion-and-core-evidencevocabulary/about

5 https://publications.europa.eu/en/web/ewocabularies/modek/resource/dataset/eli
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semantics. Member States should beeuraged to use the CPSV, but are free to decide to use
national solutions. The information included in the repository for links should be made publicly

available in open, commonly used and machie&dable format, for example by application
programmingy G SNF I 0Sa o!tLaovx Ay 2NRSNJI (2

class CPSV-AP /

Legend
(] optional classes

B mandatory classes

Agent

Legal Resource

publisher

«mandatorys 1.1

plays role

0.n

hasAddress: Address [0..1]
«mandatory»

identifier: Text

name: Text

Public Service Dataset

‘ ‘ Participation

«mandatory»
identifier: Text

name: Text [1..n]

«optional»
description: Text [0..1]
type: Code [0..n]

«mandatory»
identifier: Text
name: Text

Business Event

landingPage: Document [1..n]

Life Event

«mandatory»
description: Text
identifier: Text
role: Code [1..n]

has participation
0.n

is described at

0.n
is grouped by

requires

«mandatory»
identifier: Text
name: Text
type: Code [0..n]

has competent authority.

0.n

Implements

has legal resource

«mandatory»

1.1

is defined by

Output

K

«optionals

«mandatory»
description: Text
identifier: Text
name: Text

follows

«optional»

language: LinguisticSystem [0..n] name: Text

«mandatory»
identifier: Text

praduces

description: Text [0..1]
type: Code [0..n]

«optional»
description: Text [0..1]

type: Code [0..1]

language: LinguisticSystem [0..n]
relatedDocumentation: Document [0..n]

has contact point

0..n
Contact Point

«mandatory»
identifier: Text

«optional>
openingHours: Text [0..n]
type: Code [0..1]

0.1

«mandatory»
identifier: Text
name: Text
0..n 0..n
has
has input|
input
owned by

0..1
if accessed through

«optional»

«mandatory»

currency: Code [0..1]
description: Text [0..1]
value: Number [0..1]

identifier: Text

Figurel0- Graphical representation of the relationships between the classes and properties of the full Core

Public Service Vocabulary Application Profile ( figure fréi)

SyrotsS Al

In the context of Public Services, the CRA®/data model brings in the concepts of input (class

Evidence) and output (actual result of executing a giveli® Service) that might link to other
Public Service's input and output. Furthermptke CPSMP data model provides properties
& GNXBI dzA NBR¢€

0 a dzOK

Iy R

ANBTf I

GSREV

g KA OK

F € 2«

public servicesThis information will be used to support the user journey modelling and service
engine (sed-igure8).
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2.2.2 Usage Rule arféersonal Data Handlingews

Usaye Rule and Personal Data Handling views captémemation aboutfor handling data access
rights. In particular Usage Rule view provides an interoperable information model, vocabulary,
and encoding mechanisms for representing statements about the udagentent and services.

This model, as described [8] is based orlDS Usage Control Mod@] a specialization of the
Open Digital Rights Language (ODRiEenforce usage restrictionfor data, namey contract
agreementsafter access has been granted. Therefore, the purpose of usage control is to bind
policies to data being exchanged and to continuously control the way how messages may be
processed, aggregatedr forwarded to other endpointsin the defined Service Model oneto-

many relationship is define(kee sectiorb.8) mapping a service description with one or more
contract agreementslefined in a separated adel and not stored and managed by the Service
Catalogue but managed by the components of Data Ownership and Usage Control layer

@ odri:-Policy.
N\

@ ids:Contract

@lds:ContractOﬂer @ ids:ContractRequest @lds:ComractAgreement

Figurell- IDS Contract Agreement

The personal Data Handling sectisra specialized profile Ghe Data Privacy VocabuldBPV)

[5] providing terms (classes and properties) to describe and represent information about
personal data handling. iparticular, the vocabulary provides extensible taxonomies of terms to
describe the following components:

1 Personal Data Categories
1 Purposes
1 Processing Categories

7 https://www.w3.0rg/TR/odrkmodel
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Technical and Organisational Measures

Legal Basis such as Consent

Entities such as RecipienBata Controllers, Data Subjects
Rights

Risks

= =4 4 A A

Personal Data Handling Model

Personal Data Handling

DataProcessor ThirdParty

N/

Recipient], hasRecipient |pymose| hasRisk Risk| Data Controller DataSubject Data Subject Right
* 4
.. 1.

hasPersonalDataCategory [ hasProcessing \hasLegalBasis hasTecnicalCrganizationMeasure
1% 1N

Personal Data Category Processing Legal Basis Technical Organization Measure

%DataSnuN?equredDataSet

DataSource Dataset

hasPurpose [ hasDataController Y\ hasDataSubject hasDataSubjectRight

I

Figurel2 - Class diagram of PersonBlataHandling model as profile of Data Privacy Vocabulary (DPV)

These terms are intended to represent personal data handling as maoddakbleinformation

by specifying personal data categories undergoing processing, its purpose(s), the data
controller(s) involved, recipient(s) of this data, the legal bases or justifications used (e.g. consent
or legitimate interest), involving technical and ongsational measures and restrictions (e.g.
storage location and storage duration), the applicable rights, and possibility of risks.

Examples of applications where the concepts provided by the DPV can be used are:
1. represent policies for personal data hamdji
2. represent information about consent e.g. provenance of consent
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3. log/document personal data handling actions e.g. by a data controller

4. support automated checking of legal compliances of data handling ex ante (prior to
processing), or ex post (i.e. chedopliance after processing)

In accordance to the above application scenarios, the Personal Data Handling section uses the
DPV vocabulary to collect all needed information that will consumed by the Consent Manager
component ofData Ownership and Usage Caltiayer(see[3]).

2.2.3 Service Instancdew

This viewprovides all operational information to manage and invoke each service instance
mediatedby therelated service adapter. It includes at least:

- Internal technical details to interact with internal components (e.g. data governance)
- Data/service connector invocation

- API Documentation (Open APIl/Swagger)

- Authentication and Authorization endpoints

The vew will be extended with further information during the evolution of service adapter and
all the component of ACROSS platform.

Detailed information about Serviceddel is provided imnnexl.

2.3 Service Catalogue

The following setions provides an overview of the initial Service Catalogue implementgi]on

Service Catalage provides all functionality to register, model, map and publish and manage all
the information needed to support the uses @bervice (public&private) according to thieree
points of view of Service Model described in the previous section:

- Informational
- Service Invocation
- Semantic interoperability & Personal Data Governance

The catalogue enables the storage and publishing of service by providing general, technical and
data pocessing information based on standard modelparticular based on CPS\WP.

The Service Catalogue is a layered application implementing the Service Régistrgnd and
backend and Metadata Catalogudfeatures to provide APIs(see Appendix [ for
programmatically interaction with other components of ACROSS platform and dashboards and
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graphical editors supporting ussto manage srvice descriptionand related model adaptation
(Figurel3).

Service Registry Service Model Adapter

| Service Service Adapter
Registry Registry <<Microservice>>
Front-End Backend

User

Metadata&Voc Repository

Serializer Store

Figurel3- Main modules implemented by the Service Catalogue

The Backend isnplemented as Spring Bdofava micreervice and will be deployed witka
tightly coupled storage service (MongoD82+).The Frontend, is an Angular portal based on
Nebulat® framework (Figurel14).

8 https://spring.io/projects/springboot
9 https://www.mongodb.com/
10 https://akveo.github.io/nebular/
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Front-End (ANGULAR) Backend (SPRING BOOT)
Services Spring
Security

Spring
REST
Controller

Model

Serializer

Spring Data
JPA

Ijmt!

MongoDB

Figurel4- FrontEnd and Backend of Service Catalogue implementation

The two layers can be deployed as Do¢keontainers, based on Tomcat Alpine im&gand
paired with a MongoDB container. This adoption of seveedibble andproduction ready
technologies Figurel5) guarantees robustness and modularity of the solution.

Figurel5- Adopted technologies in Service Catalogue implementation

11 https://iwww.docker.com/
2 https://hub.docker.com/_/tomcat
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