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Executive Summary  

This document describes the first prototype of the ACROSS platform. This is a first working 

version of the prototype that offers an initial set of the expected functionalities and will act as 

the test-bed for the ACROSS stakeholders to experience with this initial set of ACROSS provisions 

and assess the concepts and knowledge conveyed by the project.  

The deliverable is describing the platform from two different aspects; from the internal point of 

view, in which the functional and architectural structure is presented briefly, and from the end-

user point of view, in which the external appearance, look-and-feel and the overall high level 

functionalities and interaction potentials are explained. Moreover, the document provides an 

overview of the current functionalities exposing every available feature so far. 

The ACROSS Platform, far from being a simple container for the individual modules, is a coherent 

application, where several different components reside and collaborate in harmony. The first 

prototype is a proof of concept to the ACROSS end users. It encapsulates most of the underlying 

technologies and gives a clear and easy to use graphical interface. The benefit of the current 

architecture is that any additional functionality can be wrapped into a separate component and 

be added to the platform, provided that it abides by the basic communication standards exposed 

by the ACROSS platform architecture. The scope of this practice is to enable future extensions of 

the platform to arising functionalities, which may maximise the potentials for further exploitation 

and adoption of the platform beyond the project end. 
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1 Introduction  

1.1 Purpose and Scope 

This deliverable aims to provide an overview of the initial release of the ACROSS prototype. To 

this end the report describes shortly the implementation aspects as well as the current 

functionality. 

1.2 Approach for Work Package and Relation to other Work Packages and Deliverables 

The WP5: ACROSS Application and Platform Integration aims at providing the implementation 

aspects for the delivery of the ACROSS components integration in a unified platform. The design 

of the ACROSS platform is driven from the user requirements definition and the technical 

specifications as delivered by the WP6: Use cases deployment, evaluation & impact assessment, 

WP3: ACROSS Data Governance Framework and WP4: ACROSS Modules Setup. 

Following the implementation of the individual modules in WP3: ACROSS Data Governance 

Framework and WP4: ACROSS Modules Setup, this WP delivers an integrated view of the ACROSS 

platform to act as the test-bed for setting the ACROSS pilots in WP6: Use cases deployment, 

evaluation & impact assessment and validating the results in real life scenarios. The content 

presented in this deliverable is subject to refinements and modifications, based on the progress 

of the technical work packages, as well as during the validation and evaluation phases of the 

project. 

1.3 Methodology and Structure of the Deliverable 

This document reports on the activities and effort placed in the integration of the various 

technologies and tools provided by the WP3: ACROSS Data Governance Framework and WP4: 

ACROSS Modules Setup towards delivering the first release of a functional ACROSS Integrated 

prototype. The integration effort is guided by the Agile Software Development methodology, 

aiming to progress the development work in parallel teams and regularly integrating their output, 

based on a well-defined design. 

The scope of this document is to act as appendix to the current version of the ACROSS integrated 

prototype and, as such, it is structured as follows: 

 Section 2 provides an overview of the main principles of the technical design that have 

been applied to the development of the ACROSS solution; 
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 Section 3 presents the components integrated for the initial version of the ACROSS 

prototype; 

 Section 4 concludes this report and presents the next steps for the second release of the 

ACROSS integrated prototype. 

2 Software and System Design principles 
This section contains some main principles of technical design which have been applied to the 

development of the ACROSS solution. Selecting design principles is critical for creating complex 

software structures and doing it properly at the initial stages of the project leads to better results 

in the long term in terms of scalability, availability, reliability, and reduced maintenance costs. 

2.1 Operational Environment 

In order to host and facilitate all the components and layers of the ACROSS ecosystem the 

operational environment was set upon a dedicated Kubernetes cluster (Version: v1.21.9). The 

cluster is hosted on Digital Ocean and consists of 3 Linux server nodes that act as cluster workers. 

Each cluster node consists of 4 VCPUs and 8 GB of RAM. 

Every component is deployed, maintained, and scaled on these 3 nodes. Additionally, the 

Rancher framework was deployed to leverage the provision of a User Interface to administer the 

cluster. 

 

Through the provision of namespaces and projects (as a feature of K8S) the operational testbed 

is set to host different environments (development-staging-production). Each component is 

mapped to a dedicated deployment configuration that handles the continuous integration and 

deployment, scale up and monitoring of the component.  
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On top of that, Rancher also handles provision of external access to all these services deployed 

by invoking nginx ingress instances. This way all the components of ACROSS are accessible to 

citizens. 

 

Additionally, a Grafana and Prometheus instance is deployed to effectively monitor the 

performance of each component in the environment and report incidents. 

Finally, combining the Gitlab CI/CD features along with the docker registry, an end-to-end 

Continuous Integration and Continuous Deployment mechanism is set up leading to instant 

automated deployments when code is pushed for each dedicated component. 
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2.2 System Architecture Overview 

Based on the D5.1 System Architecture-initial, the ACROSS system architecture can be depicted 

in detail below: 

 

Figure 1: System architecture 

From the ACROSS platform perspective, each component of these 6-layer architecture is mapped 

to a project containing the component deployment configuration. All the component interfaces 

have been set up either by the definition of internal cluster services or by the definition of 

external NGINX ingresses.  

Regarding the Security of the ACROSS platform (vertical layer in architecture), a single common 

Identity management system is implemented authenticating users across all applications and 

leveraging functionalities such as Single Sign On principle.  
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2.3 Component Interaction  

The ACROSS components interaction can be depicted in detail in the following interaction 

diagram: 

 

Figure 2: Components Interaction 

The following table presents the interactions between the components in detail 

Interface Description 

Invoke Virtual Assistant 

The Citizen web/mobile application invokes the integrated 

Virtual Assistant service to provide conversational interfaces to 

features of the web/mobile application towards the citizens. 

Through an automated process, the citizen then can navigate 

and interact with the application (as well as with the virtual 

assistant itself) through conversational interaction I.e. 

(voice/chat utterances). 

Invoke User Journey Service 

Engine 

The Citizen web/mobile application invokes the User Journey 

Service Engine to create, edit and delete user journeys. 

Additionally, the citizen can directly access services, be 

redirected towards the Transparency dashboard to provide 

consent policies, and finally execute services from the citizen 
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web/mobile application. Through this interface the services are 

provided towards the user as a one-stop-shop catalog. 

Invoke Service Catalogue 

The Transparency Dashboard (TD) invokes the Service 

Catalogue to get the list of available services which make use 

of personal data, so that the citizen can edit via the TD the 

consent he/she gives for the use of his/her personal data. 

Invoke Citizen Data 

Ownership 

The Transparency Dashboard invokes the Citizen Data 

Ownership to get the list of given consents by each citizen and 

the status of them, to grant or withdraw the citizens' consents 

and to receive notifications about how their data is being used. 

Invoke Service Catalogue 

The user journey modelling tool invokes the service catalogue 

to obtain the list of registered services to be used to model the 

workflow. The invocation can filter/search for specific services 

and get the needed information in accordance to the service 

model provided by the Service Catalogue. 

Invoke Service Catalogue 

The User Journey Services Engine (UJSE) invokes the Service 

Catalogue to get the description (required inputs, inputs 

considered personal data, info to invoke the service, etc.) of the 

services included in the corresponding workflow. 

Invoke Usage Control 

The UJSE invokes the Usage Control: 

 to inform about the services included in the new 

instanced workflow and that require data consent to be 

executed. 

 to verify if the citizen has already given consent for the 

use of the personal data involved in a specific service 

execution. If consent is not given, the UJSE won´t invoke 

the service execution 

 to inform that a specific personal data has been used in 

a service invocation. 

Invoke Citizen Data 

Ownership 

The Usage Control invokes the Citizen Data Ownership to get 

the consents established between the citizens and the services. 
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All the participating components are authenticated using Keycloak Identity management server. 

Through the definition of a common realm, users can be authenticated using the Single Sign On 

principle across all applications. Additionally,  Keycloak is extended to include an eIDAS plugin to 

provide the option of eIDAS invocation using  Keycloak as the central IMS authority. 

3 Components integrated for the Initial version 

3.1 Scenario implementation 

Main Scenario 

In the first ACROSS periodic review the proof-of-concept scenario was demonstrated. In this 

scenario a citizen from Latvia interacted with the ACROSS One-Stop-Shop citizen application to 

create a journey to Germany for the purposes of studying. The citizen is presented with a 

straightforward way to invoke all the different services to submit and acquire all the data needed 

for this journey.  

User Journeys will provide to citizens all information needed for their move between countries 

and moreover will guide them to use relevant online services either by redirecting them to the 

proper websites or by offering some services directly within the ACROSS platform. 

In the above-described scenario, two initial indicative services were integrated, deployed, and 

invoked: 

 Search and Select University 

 Apply at University 

In order to be able to present journeys towards the citizens, the following preprocessing must 

take place in ACROSS. 

IT Expert Interaction 

Initially, by using the user interface of the User Journey Modeling Tool (UJMT), the initial 

workflow of these two services was designed by an IT Expert. The extensive details of the service 

descriptions (relevant inputs, invocation details, consent policies needed etc.) were also 

registered in the service catalogue (Fig 3). 
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Figure 3: Service information sections included in the service catalogue 

Figure 4 shows a draft of the user journey for the proof-of-concept scenario in the UJMT. The 

UJMT provides the IT Expert with a palette of graphical elements for the services from the Service 

Catalogue in the left sidebar. The services from the Service Catalogue can also be assigned to 

graphical elements via right-click (see Figure 5). 

 

 

Figure 4: User Interface of the UJMT 
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Figure 5: Service Selection for an Action in the UJMT 

The BPMN model produced by the User Journey Modeling Tool (see Figure 6) was subsequently 

also ingested by the User Journey Service Engine. Hence, a new workflow representing a journey 

in ACROSS was created.  

 

 

Figure 6: Generated BPMN diagram 

From that point and forward, all applications of the Citizen Front End layer (Citizen web/mobile 

app and Transparency dashboard) have all the relevant information needed to deliver this 

journey towards the citizens.  

 

Citizen Interaction 

As mentioned before, in the proof-of-concept scenario an initial journey from Latvia to Germany 

for studying purposes was designed. The citizen can access the citizen web application and create 

the relevant journey. 
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Figure 7: Latvia-to-Germany-to-study Journey creation 

After the journey creation the user can start executing steps of these journey with the final goal 

of completing all of them. In cases where services that need to be invoked require consent 

policies, the citizen is redirected to the Transparency dashboard where she can manage all 

consent related to the journey. It is imperative for these consent policies to be granted by the 

user for the services to be invoked. 

 

Figure 8: Transparency dashboard redirection 

 

 

        

Figure 9: Transparency dashboard  
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In the figure above, the citizen through the Transparency dashboard can grant or/and revoke the 

consent towards services of ACROSS. For this scenario, the “Apply at university” service requires 

certain consent provision from the citizen. The citizen agrees to these consent policies and 

subsequently proceeds to the Citizens web application to start executing the steps of the journey. 

 

 

Figure 10: ACROSS Journey Step Progress 

In the figure above, the citizen provides all the relevant information to the Citizens web 

application. After that, the citizen can invoke this service through the ACROSS application in a 

seamless way.  

 

 

Figure 11: ACROSS Journey Status 
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At any moment, the citizen can overview the progress of the journey and the step status. Upon 

successful completion of the journey the citizen has acquired all relevant information and the 

journey is marked as completed. 

A complete live demonstration of the citizen interaction can also be found here. In the first part 

of the demo the citizen creates the journey and executes the steps. In the last part of the demo, 

the citizen’s consent for these services is withdrawn so the user must access the Transparency 

dashboard to agree and provide the relevant consent. 

 

Virtual Assistant 

Complementary to the above scenario, an initial integration and invocation of the Virtual 

Assistant was implemented. The citizen was able to create the journey from Latvia to Germany 

for the purpose of studying. The Virtual Assistant was able to accept spoken user utterances in 

both English and German language and create the citizen journey through these voice 

commands. 

 

Figure 12: Virtual Assistant User Interface 

https://www.youtube.com/watch?v=4b4Y7kcsjzw
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A detailed demo of the Virtual assistant functionality on top of the Citizen Web User Interface 

can be found here. 

3.2 Components Integration 

Component Git Registry 

Service Catalogue 

Main release: 

https://github.com/OPSILab/Service-

Catalogue/releases/tag/v1.0.0 

Extensions of Service Model vocabulary for PoC 

scenario: 

https://github.com/OPSILab/Service-

Catalogue/tree/v1.0.1-alpha 

User Journey Modelling Tool 

Frontend (UJMT.F) 
https://gitlab.fokus.fraunhofer.de/across/drawio  

User Journey Modelling Tool 

Backend (UJMT.B) 

https://gitlab.fokus.fraunhofer.de/across/ujmtbacken

d  

Virtual Assistant (VA) 
https://gitlab.fokus.fraunhofer.de/across/virtualassist

ant  

Virtual Assistant UI Connector 

https://git.code.tecnalia.com/across/private/citizen-

front-end/web-application/web-application-UI/-

/tree/virtual_assistant  

User Journey Service Engine (UJSE) 
https://git.code.tecnalia.com/across/private/user-

journey-service-delivery/userjourneyservicesengine  

Transparency Dashboard 

https://git.code.tecnalia.com/across/private/citizen-

front-end/transparency-dashboard/transparency-

dashboard-ui  

Citizen Web Application Frontend 

https://git.code.tecnalia.com/across/private/citizen-

front-end/web-application/web-application-UI/-

/tree/demo-material 

Citizen Web Application Backend 

 

https://git.code.tecnalia.com/across/private/citizen-

front-end/web-application/web-application-BE  

  

https://youtu.be/3X5Z2s_Lfss
https://github.com/OPSILab/Service-Catalogue/releases/tag/v1.0.0
https://github.com/OPSILab/Service-Catalogue/releases/tag/v1.0.0
https://github.com/OPSILab/Service-Catalogue/tree/v1.0.1-alpha
https://github.com/OPSILab/Service-Catalogue/tree/v1.0.1-alpha
https://gitlab.fokus.fraunhofer.de/across/drawio
https://gitlab.fokus.fraunhofer.de/across/ujmtbackend
https://gitlab.fokus.fraunhofer.de/across/ujmtbackend
https://gitlab.fokus.fraunhofer.de/across/virtualassistant
https://gitlab.fokus.fraunhofer.de/across/virtualassistant
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-UI/-/tree/virtual_assistant
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-UI/-/tree/virtual_assistant
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-UI/-/tree/virtual_assistant
https://git.code.tecnalia.com/across/private/user-journey-service-delivery/userjourneyservicesengine
https://git.code.tecnalia.com/across/private/user-journey-service-delivery/userjourneyservicesengine
https://git.code.tecnalia.com/across/private/citizen-front-end/transparency-dashboard/transparency-dashboard-ui
https://git.code.tecnalia.com/across/private/citizen-front-end/transparency-dashboard/transparency-dashboard-ui
https://git.code.tecnalia.com/across/private/citizen-front-end/transparency-dashboard/transparency-dashboard-ui
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-UI/-/tree/demo-material
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-UI/-/tree/demo-material
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-UI/-/tree/demo-material
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-BE
https://git.code.tecnalia.com/across/private/citizen-front-end/web-application/web-application-BE
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3.2.1 Service Catalogue 

The following figure provides the available API used in component interactions: 

 

Figure 13: Service Catalogue APIs 

3.2.2 User Journey Service Engine 

The following figure provides the available API used in component interactions. This API is divided 

into 2 sections: 

 citizen-frontend-api-controller: it contains the API for the citizen frontend. 

 modelling-tool-api-controler: it contains the API for the modelling tool. 
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Figure 14: UJSE APIs 
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4 Conclusions  
This document is the report following the prototype deliverable D5.3 about the first release of 

the ACROSS platform. This is a first working version of the prototype that offers an initial set of 

the expected functionalities, and will act as the test-bed for the ACROSS stakeholders to 

experience with this initial set of ACROSS provisions and assess the concepts and knowledge 

conveyed by the project. 

The implementation and integration are not limited to the current level. Most ACROSS modules, 

as well as the platform itself are designed to be flexible and easily customisable. The overall 

architecture of the system facilitates modifications and makes the platform improvement to be 

easy, at any point. This will be the aim of the following period: to continue the enhancement of 

this platform capabilities, make it more stable, more sophisticated and more efficient for the 

target end users, by plugging additional functionalities and calibrating existing ones. Specifically, 

the next steps of the implementation consists of the end-to-end integration of participating 

components through the ACROSS CI/CD pipelines and the application of the ACROSS components 

to further develop the use cases under scope. Namely, the current work in progress focuses on 

the integration of Virtual Assistant and the eIDAS integration as an SSO principle. 

This version of the prototype will be enriched with more use cases to support the three pilots so 

that the planned first evaluation iteration will be performed in the next period. The results of this 

evaluation cycle, along with the already scheduled work in this and the other technical WPs, will 

lead to another prototype release of the ACROSS integrated platform by M27 (April 2023).  

To sum up, this version of the ACROSS platform prototype is going to be updated, according to 

the feedback that will be received during the evaluation period, as well as the ongoing work in 

the technical WPs. An updated official release is expected by M27 of the project (April 2023). 
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